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InterPARES
Interpreted

A Guide to Findings on the Preservation of
Authentic Electronic Records

Over the past few decades, the world has seen sweeping
and exciting changes in the ways individuals, organizations,
and governments communicate and do business. The advent of
personal computing, the Internet, and an information-based
economy has changed our lives. Everything that we used to do
on paper is now, at least in part, done electronically. This in-
cludes the creation of many unique records that we need to
rely upon for long periods of time, such as property deeds,
student transcripts, and documentation of toxic waste sites.

And therein lies a great challenge. Although it’s hard to
believe, modern electronic records, tied as they are to ever-
changing technologies, are disappearing as quickly as those
technologies become obsolete. Because of their digital nature,
electronic records are also vulnerable to accidental or delib-

In the News

Actually, the biggest problem is one scholars and archivists al-
ready confront . . . the wonderful world of digitized information
and on line everything has a dark archival underbelly: The more
sophisticated information technology becomes, and the more
readily accessible in the present, the harder it is to preserve and
the less accessible it becomes in the future.

Boston Globe, February 10, 2000




erate changes at almost any point in their lives—changes that
can compromise their trustworthiness. Increasingly, news-
paper articles are noting both the importance and the fragility
of electronic records.

While technology can be used to solve some of the relia-
bility and preservation problems associated with electronic
records, it cannot solve them all. Some kinds of assessments of
the trustworthiness of records will always rely upon human
judgment. The critical question, therefore, is this: If technol-
ogy alone can’t provide the solution, what can? The answer for
recordkeepers is clear. It is not the technology, but the way in
which it is implemented—through business and personal
practices and processes, institutional and public policy, and
systems design—that needs our careful attention.

Recognizing these issues, archival researchers, technol-
ogists, and policy and standards developers are hard at work
identitying strategies and tools to ensure that we are able to
leave secure and trustworthy records for our successors. One
of the most comprehensive eftorts to date is InterPARES.

What’s in a Name?

InterPARES is an acronym for International Research on
Permanent Authentic Records in Electronic Systems. The
word is also a composite of the Latin nter (“between,” or
“among”) and par (“equal”) joined together to mean “among
equals.” Thus the name signifies that researchers from many
different countries and several disciplines are working
together as equal partners.

Why InterPARES?

One of the largest archival research collaborations ever
undertaken, InterPARES is an international research initiative
created to help solve the critical problem of preserving trust-



worthy electronic records for future use. The research is
designed to help develop internationally accepted procedural
rules and system requirements to guarantee the creation and
maintenance of authentic electronic records. An authentic
record is one that is what it claims to be. It is genuine. It has
not been counterfeited or tampered with, and it is free of
corruption.

In the News

A United States appeals court ruled today that the Government
must preserve millions of electronic messages and memorandums
under the same standards used for paper communications. [ The
court] rejected arguments by the Clinton Administration that com-
puter messages between officials—E-mail—did not have to be
saved.

New York Times, August 14, 1993

How Did InterPARES Begin?

In the late 1990s, a research project at the University of
British Columbia, in collaboration with the U.S. Department of
Defense Records Management Task Force, titled "The Preser-
vation of the Integrity of Electronic Records” (UBC Project),
formulated requirements for creating, handling and main-
taining electronic records in active systems. These require-
ments were subsequently incorporated in 1997 into a standard
tor use by the U.S. Department of Defense in procuring re-
cords management software (DoD 5015.2-STD, Design
Criteria Standard for Electronic Records Management Soft-
ware Applications).

But the scope and complexity of larger issues surrounding
the long-term preservation of authentic electronic records
pointed to the need for a broader, interdisciplinary, interna-



tional approach. The InterPARES Project was officially
launched on January 1, 1999. The first phase of the project
(InterPARES 1) concluded in Spring 2002. The second phase
(InterPARES 2) is now under way and is planned to conclude
in 2007.

Who Is Participating in InterPARES?

InterPARES is made up of a group of experts in archival
and computer science, preservation, and law drawn from na-
tional archives and academic, cultural and corporate institutions
in North America, Europe, Asia, Australia, and Africa. Itis
organized into national teams and a global industry team. The
team from the United States is supported with funding from the
National Historical Publications and Records Commission, the
National Science Foundation, and the National Archives and
Records Administration. The co-directors of the United States
team are Dr. Philip Eppard from the University at Albany, State
University of New York, and Dr. Anne Gilliland-Swetland from
the University of California, Los Angeles. The director of the
InterPARES Project is Dr. Luciana Duranti from the University
of British Columbia in Canada.

Scope of InterPARES 1

InterPARES 1 looked at issues around ensuring the con-
tinued authenticity of non-current electronic records designated
for permanent preservation. These records were primarily gen-
erated in databases or stored in document management systems
as a result of the administrative activities of national and local
governments and universities.

How Was InterPARES 1 Research Conducted?

InterPARES 1 divided the research into four domains —
authenticity, appraisal, preservation, and strategies. Each



domain had a task force that addressed its own set of research
questions, with the strategies domain integrating the outcomes
and products of the other three domains into an action and
implementation framework.

Authenticity Domain

“What is required to prove the authenticity of electronic
records?”

The Authenticity Task Force was charged with deter-
mining the conceptual requirements necessary for identitying
and preserving authentic records. To do this, it analyzed over
thirty extensive case studies of electronic records systems car-
ried out by project researchers. Case studies were conducted of
actual accounting, records management, patent grants, student
registration, government registries, and computer aided design
systems in institutions in the United States, Canada, Italy,
China, Ireland, Scotland, and the Netherlands, as well as of
hypothetical recordkeeping scenarios. This analysis resulted
in a set of Benchmark Requirements to assist records creators
in creating and maintaining reliable active electronic records,
and a set of Baseline Requirements to assist archivists in
reproducing authentic copies of preserved electronic records.

Appraisal Domain
“How do we select electronic records for preservation?”

The Appraisal Task Force considered whether electronic
records should be appraised differently from traditional
records, when they should be appraised, and who should do it.
Researchers conducted a review of current appraisal practices,
studied institutional policies and methods, and prepared a
model characterizing four main activities: managing the
selection function, appraising electronic records, monitoring



appraised electronic records, and carrying out the disposition
of electronic records.

Preservation Domain
“How do we preserve authentic electronic records?”

The Preservation Task Force surveyed existing digital
preservation programs, plans, and research; conducted a study
of physical storage media; and collected information on
methods of authentication in use by organizations participating
in InterPARES. Based on this input, and the work conducted
in the Authenticity Task Force, Preservation Task Force re-
searchers prepared a model characterizing four main activities:
one for managing the preservation function, and three others
for carrying out the preservation of electronic records (bring
in, maintain, and output electronic records).

The Strategies Domain

“What policies, strategies, and standards will protect the
authenticity of electronic records over time?”

The Strategies Task Force created an intellectual frame-
work to help archivists, records managers, lawmakers, and
others to develop policies and standards that integrate
InterPARES recommendations into their diverse national con-
texts and organizational situations.

In the News

‘JOHN HANCOCK GOES POINT-AND-CLICK. HOUSE
PASSES BILL TO GIVE E- SIGNATURES LEGAL STATUS
Newsday, June 15, 2000




What Does InterPARES Recommend?

InterPARES research produced the following recommen-

dations (all references to records are to electronic records):

Authenticity Recommendations

Records should be created and maintained in a trusted
recordkeeping system, and preserved via a trusted cus-
todian, who is able to maintain them for the longterm
without alteration.

The custodian of records should assess the authenticity of
the records before transter to the preserver, and the pre-
server should maintain this authenticity afterwards. The
assessment of authenticity needs to do two things:

* Establish the record’s identity (the distinguishing charac-
teristic of the record) and its integrity (the record’s whole-
ness and soundness).

* Establish evidence that the records have not been inap-
propriately altered.

Archivists have traditionally presumed the authenticity of
paper records that were in the custody of their creator. Such
a presumption is not possible for electronic records because
of the volatility of the digital environment. Records crea-
tors, therefore, should support a presumption of authen-
ticity by meeting the following Benchmark Requirements in
the creation, handling, and maintenance of active records:

* Maintain expressions of record attributes (especially those
relating to identity and integrity), and evidence of the
tollowing:

* Effectively implemented, creator-defined access privileges.



* Protective procedures to prevent loss or corruption of
records procedures and to prevent media and tech-
nology deterioration.

* Documentary forms for records (according to require-
ments of juridical systems or of creators).

* Specific rules for authentication of records (i.e., which
records are authenticated, by whom, and how).

* Procedures that identity an authoritative record (when
multiple copies exist).

* Procedures for removal and transfer of relevant docu-
mentation (involving removal of records from the
electronic system).

e Those charged with the responsibility of preserving elec-
tronic records (i.e., the trusted custodian) should be able to
attest to the authenticity of copies of inactive or preserved
electronic records by meeting the following Baseline Re-
quirements:

* Maintain controls over records transfer, maintenance, and
reproduction.

* Retain documentation of reproduction processes.

* Capture, as part of archival description, any changes the
records have undergone since they were first created.

Appraisal Recommendations

* Select records for long-term preservation on the basis of
continuing value, authenticity, and feasibility of preservation.

* Consider the authenticity of records using the InterPARES
Benchmark Requirements for Assessing the Authenticity of
Electronic Records.



Assess the feasibility of preservation. Decide if records can
be preserved, given current and anticipated capabilities and
projected costs.

Appraise records early. Records’ scheduling that considers
long-term value can be built into the design of record-
keeping systems. Assessment of authenticity and feasibility
may take place later.

Monitor appraisal decisions regularly to keep information
about records valid. Ensure that changes to records and their
context have not negatively affected their identity or in-
tegrity nor the ability to preserve them.

Preservation Recommendations

Identity specific preservation methods for different kinds of
digital components of electronic records, e.g., a stylesheet
associated with an e-mail message or an audio file embedded
in a database.

Maintain information about the original form of the record
and the methods needed to translate between the stored
digital components and the copy of the record presented for
use.

Establish preservation controls (i.e., actions, conditions, and
constraints that ensure preservation and continued authen-
ticity). There are two difterent kinds of preservation controls:

¢ Systematic controls ensure that records remain un-
changed when stored oftline, or during hardware or
software upgrades.

* Dynamic controls ensure that records remain authentic
when sent between people, systems, or applications.

Thoroughly document the entire process of preservation,
including information about:



* The records creator’s practices to support a presumption of
authenticity (using the Benchmark Requirements for au-
thenticity).

* The process of bringing the records into the archives and
maintaining them over time.

e The reproduction of records (using the Baseline Require-
ments for the production of authentic copies of records).

In the News

The government's criminal probe into Enron Corp.'s collapse
reached into the White House on Friday, as the Justice Depart-
ment asked the president's staff to preserve all Enron-related
documents, including e-mails and records that might show staft
contacts with company representatives . . . Specifically, [the Justice
Department] is asking the White House and other agencies to
preserve “all documents, electronic records and correspondence,
computer records and storage devices, notes and memorandum
which relate in any way to Enron's financial condition and/or
business interests, including contacts with its officers, employees,
agents or other representatives and any individuals acting offici-
ally or unofficially, directly or indirectly on behalf of Enron about
these matters.”

Los Angeles Times, February 2, 2002

Scope of InterPARES 2

Although the first InterPARES project has ended, work has
begun on InterPARES 2, which will address the problems
involved in creating, maintaining, and preserving authentic
electronic records created in newer systems.

In addition to an expanded examination of long-term au-
thenticity issues, InterPARES 2 is addressing issues relating
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to the reliability and accuracy of electronic records across the
records’ entire life cycle, from creation to permanent
preservation. The research is focusing on records produced by
emerging experiential, dynamic, and interactive technologies
as a result of artistic and scientific, as well as government
activities.

Further Information

The U.S. InterPARES team maintains a web site that con-
tains much more information on the project, including full
reports and recommendations, as well as links to other re-
sources on electronic records. The URL for the web site is
<http://is.gseis.ucla.edu/us-interpares/>. The site for the
entire international project is <http://www.interpares.org>.
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